
Appendix B 

Business Risks 
 

 

Buildings 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning  Controls Further Mitigation 

BR04 Buildings - Loss or 
unavailability of 
buildings 

 

The likelihood of a loss of a whole 
building is very small, we are 
more likely to lose elements.  
Controls are in place to ensure 
critical business activities can 
continue and a priority ranking 
has been established for all 
services. 

Business Continuity 
arrangements. 

 

 

Civil Protection 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning  Controls Further Mitigation 

BR18 Civil Protection - 
Emergency 

 

Detailed plans exist to deal with 
various types of civil 
emergencies. 

Emergency Plan and 
Business Continuity 
arrangements. 

 

 

Employees 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning Controls Further Mitigation 

BR01 Employees - Key 
staff leaving/long term 
absence 

 

DBC has developed a favourable 
pay and benefits package.  
Documented job descriptions and 
work procedures enable other 
staff to temporarily cover the 
work of someone on long term 
sick. 

Programmed monitoring 
of resources - revision of 
priorities/temp staff etc. 

 

BR02 Employees - 
Recruitment problems 

 

Shortage of skills in certain areas 
make the likelihood of this 
happening possible.  Impact 
would be minor as partnership 
working and agency staff are 
fallback options. 

Programmed monitoring 
of resources - revision of 
structure/salary, 
consultants etc. 

 

BR03 Employees - 
Pandemic 

 

Controls are in place to ensure 
critical business activities can 
continue and a priority ranking 
has been established for all 

services. 

Business Continuity 
arrangements. 

 

BR17 Employees - Skills 
imbalance/staff 
capabilities 

 

Managerial review and staff 
appraisals usually identify and 
address these issues. 

Training plans.  

 

Equipment 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning Controls Further Mitigation 

BR05 Equipment - Phone 
system loss or 
unavailability 

 

The controls are such that it is 
unlikely that this risk will happen 
but if it did then it could have a 
moderate impact on many 
services. 

Business Continuity 
arrangements. 
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BR06 Equipment - IT 
system loss or 
unavailability 

 

The controls are such that it is 
unlikely that this risk will happen 
but if it did then it could have a 
moderate impact on many 
services. 

Business Continuity 
arrangements. 

 

BR07 Equipment - 
Supplier failure 

 

The likelihood of this happening 
has increased recently due to 
the recession.  We do have 
alternative suppliers for most of 
our equipment and so the 
impact would be moderate. 

Business Continuity 
arrangements. 

Ensure that supplier 
failure to deliver is 
covered in the 
contracts. 

 

Finance 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning Controls Further Mitigation 

BR08 Finance - 
Revenue funding 
pressures 

 

The likelihood of this happening is 
possible especially due to the 
present financial climate which 
may restrict residents’ ability to 
pay council tax etc.  Worst case 
scenario would have a significant 
impact. 

Programmed monitoring 
of resources.  Revision 
of projects/activities. 
VFM initiatives. 

As the year 
progresses this risk 
reduces.  Controls 
need to be checked 
and updated to take 
into account the 
present financial 
climate. 

BR09 Finance - Capital 
funding pressures 

 

The likelihood of this happening is 
possible as capital reduces in 

present financial climate.  Worst 
case scenario would have a 
moderate impact as we may not be 
able to deliver projects. 

Programmed monitoring 
of resources - revision 

of programmes and 
activities. 

 

BR10 Finance - 
Fraud/theft 

 

The likelihood of this happening is 
very small as the controls in place 
are good but it would have a 
moderate impact on the authority 
if it did happen. 

Procedures, insurance.  

BR11 Finance - 
Reduced level of Grant 
funding 

 

The likelihood of this happening is 
possible as central government claw 
back to ease the lending burden & 
reduce grants to L/As.  Spending 
plans are made according to budget 
available. 

Programmed monitoring 
of resources.  Revision 
of programmes and 
activities. 

 

BR21 Finance - Poor 
VFM/financial control 

 

The likelihood of this happening is 
very small as the controls in place 
are good but it would have a 
moderate impact on the authority if 
it did happen. 

Programmed monitoring 
of resources.  Revision 
of programmes and 
activities. 

 

 

Governance 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning Controls Further Mitigation 

BR15 Governance - 
Central and Local 
Government changes or 
conflict in requirements 

 

There is always the possibility that 
Government will change its 
requirements.  However, any 
major changes would have been 
published in advance to give 
sufficient lead in time.  Therefore, 
impact would be minor to 
moderate impact. 

Programmed monitoring of 
workplans.  Revision of 
priorities. 

 

BR16 Governance – 
Managing/implementing 
change 

 

Failure to manage/implement any 
changes would have a minor to 
moderate impact due to the 
controls in place. 

Project management and 
contingency plans. 
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BR22 Governance - 
Poor internal 
communications 

 

Unclear objectives, unclear lines of 
reporting, lack of trust or 
commitment, lack of data sharing 
or poor data quality will all impact.  
However, controls that address all 

these issues should ensure only a 
short term impact. 

Communication strategy, 
detailed job requirements, 
clear data sharing 
guidelines, data quality 
checking procedures. 

 

 
 

Knowledge Management 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning Controls Further Mitigation 

BR12 Knowledge 
Management - Data 
security/access control 

 

Controls are in place which 
govern data transmission and 
ensures all data is secure and 
back-up copies are taken.  
Systems are password 
protected. 

Business Continuity 
arrangements 

 

BR13 Knowledge 
Management - Data 
quality 

 

Quality checking regimes are in 
place at department level. 

Audits  

BR14 Knowledge 
Management - Software 
capabilities not meeting 
requirements or under 
utilised. 

 

Controls should ensure that this 
risk is unlikely to happen and in 
any event the impact would be 
minimal and usually covered by 
external supplier contracts. 

System reviews  

 

Partnerships 

 

Risk Code & Title 
Current Risk 

Matrix 
Reasoning Controls Further Mitigation 

BR19 Partnerships - 
Conflicting aims 

 

This could be possible as 
partners will have differing aims 
and objectives which could have 
adverse effects on the Council 
and our ability to deliver 
projects. 

Governance arrangements 

Regular project 
meetings with 
partners will help 
bridge any gaps and 
ensure that problems 
are rectified before 
they become too 
difficult. 

BR20 Partnerships - Non-
delivery of objectives 

 

As above but controls should 
ensure only a short term 
impact. 

Programmed monitoring of 
workplans, revision of 
priorities, governance 
arrangements 

 

BR23 Partnerships - Poor 
communications 

 

Unclear objectives, unclear lines 
of reporting, lack of trust or 
commitment, lack of data 
sharing or poor data quality will 
all impact on the success of any 
partnership arrangement.  
However, controls that address 
all these issues should ensure 
only a short term impact. 

Programmed monitoring of 
workplans, revision of 
priorities, governance 
arrangements 

 

BR24 Partnerships - 
Funding 

 

The likelihood of this happening 
is possible as capital reduces in 
present financial climate.  Worst 
case scenario would have a 
moderate impact as we may not 
be able to deliver projects. 

Programmed monitoring 
of resources - revision of 
programmes and 
activities. 

 

 


